[\ngel Navarro - Information Security Analyst

angel-na@hotmail.es | www.linkedin.com/in/jose-angel-na/ | whoami.natryvat.com

San Luis Potosi, México

SKILLS

I have worked as a developer, security engineer and support to system
administrators in the resolution of problems and configuration of linux servers.

I am dedicated to my work and I always try to learn, support other work teams
and find solutions.

Troubleshooting.
Continuous learning.
Results oriented.
Critical thinking.

Tools and Technologies: linux, its cli and administration, bash, docker, git,
sql, php, javascript, python, java, gitlab, elk, hyper-v, devops theory and
pipelines, network basics, cloud fundamentals, infrastructure as code
fundamentals.

EXPERIENCE

Amdocs, Guadalajara, Mexico
Information Security Analyst

Nov 2021 - Present

e Analyze and evaluate security events, and consulting logs in security
systems such as anti-virus, firewalls, patch management, intrusion
detection, and encryption technologies.

e Recommend fixes, security patches, and any other measures required in the
event of a security breach as part of Remediation and Eradication
solutions.

e Detect, Mitigate and Eradicate Email vector attacks such as SPAM,
Phishing and Whale phishing attacks.

e Monitoring, detecting, addressing, and solving incidents using ESM and
SOAR event console.

Unidad de Sistemas e Informatica, San Luis Potosi, Mexico
Security Engineer

Jan 2021 - Sep 2021

Linux systems configuration.

Linux troubleshooting.

Troubleshooting application deployment on infrastructure.
System configuration for threat alerts and monitoring.

ELK administration.

Firewall and WAF (AWS) rules management.

Troubleshooting Gitlab CI pipeline.

Security monitoring on-premise and cloud environments (AWS).
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e Vulnerability assessment.
e Risk management (risk matrix, recovery and continuity plans).

SutilMind, San Luis Potosi, Mexico
Software Developer

May 2020 - Sep 2021

e Software development.
e Maintenance and development of new features to a web platform.
e Automation with python.

EDUCATION

Universidad Politécnica de San Luis Potosi
Information Technology Engineering

2016 - 2020, San Luis Potosi, México

CERTIFICATIONS AND COURSES

e AWS Certified Solutions Architect - Associate
eLearnSecurity Junior Penetration Tester

Azure Fundamentals - Microsoft

CompTIA A+ - CompTIA

Java Foundations Certified Junior Associate - Oracle
Networking Fundamentals - Microsoft Technology Associate
Database Fundamentals - Microsoft Technology Associate
Security Fundamentals - Microsoft Technology Associate

e Course: Cybersecurity Essentials - Cisco Network Academy
Course: CCNA Routing and Switching: Introduction to Networks - Cisco
Network Academy

e Course: NDG Linux Essentials - Cisco Network Academy
e Course: PCAP: Programming Essentials in Python - Cisco Network Academy
e Course: Servers Administration - Platzi
e Course: Infrastructure as Code with Terraform Course - Platzi
e Course: DevOps Course - Platzi
e Course: Full Docker Course - IIHT LTD
e Course: DevSecOps Essentials - A Cloud Guru
LANGUAGES

e Spanish - Native
e English - FCE Cambridge Assessment English



